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TL;DR I wanted to post my app Hustl in the Mac App Store but it turned out to be a
much more difficult process than I thought. This is a story 6 months in the making,
and I'm not even sure it's been worth it. From multiple identity verifications
blocking the process for days, to payment bugs, deciphering tax jargon and errors
that go silent and break your app, Apple has done everything within their reach to
turn what should be a simple process into a giant puzzle.

Many Mac developers choose to self-distribute their apps, that is, they choose to make the app only
available via their website, without publishing it in the Mac App Store (MAS), like I did for my app
Hustl. Which, at least in principle, sounds counter intuitive: why wouldn’t you want to reach as

many potential customers as possible?

A good example of this practice is the well-known design app Sketch. Their developers not only
decided not to publish their app there, but they actually removed Sketch from the MAS altogether
back in 2015.

Years ago, well before I placed a foot in the Mac software industry, I wondered why people did it
that way. It didn’t make a whole lot of sense. Apps are more accessible and better discoverable via

the MAS, and it’s not obvious why a developer would choose *not to* be on the store.

But there’s a good reason.

Well, there’s plenty of good reasons. Some of them I discovered quickly, like licensing, control and

revenue.

¢ Licensing: when you’re publishing on the MAS, your apps get distributed in accordance to
Apple’s EULA (End User License Agreement), not your own EULA. This means you can’t
limit what your users can or can’t do with your app (like limiting a license to a single
computer). You also can’t issue your own licenses, and you have to use Apple’s (somewhat

rudimentary) licensing system.

¢ Control: when distributing outside the MAS, you have full control and ownership over

distribution. You don’t have to ask permission on what you can or can’t do.

e Revenue: Apple takes a 30% cut off all MAS sales. They’ve just released the Apple Store
Small Business Program, which reduces their fee to 15%, but it’s still a significant cut.
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There’s many more reasons why developers choose not to publish in the MAS, and they are better
explained here (2015).

When I first released Hustl a couple of years ago, I also chose to distribute it only via its website.

But I didn’t do it because of financial reasons or because I wanted to be fully in control of all the
distribution channels. I did it out of pure convenience, because going for the MAS seemed like a

huge amount of work for just testing the waters. And I was not wrong.

Deciding whether to sell on the MAS or not

I can’t remember exactly what was my first approach to selling on the MAS, but since the very
beginning it seemed like a lot of work for me and I ended up postponing it month after month. My
rationale was something like “well, this seems like it’ll be a lot of work and I’m not sure it’s worth
it for a product that I’ve just launched, so let’s wait until it gets some traction and I’ll re-evaluate

this decision”.
And so I did.

Fast forward to ~May 2020. Hustl has been on the market for ~2 years, plenty of people around the
world love it and all of a sudden the idea of putting in the time to get it featured on the MAS starts

to make more sense.
After all, the MAS is the primary app discovery mechanism for most Mac users.

It was not that uncommon that people would message me: “so where do I get Hustl?” after they did
a quick search on the Mac App Store and found nothing. Many Mac users are still not used to

buying software outside of the MAS, or they think externally distributed apps are not trustworthy.

So I thought it was time to make it happen.

This is what’s needed just to get started as a
business on the MAS

As a preface to this story: I own a company. In the very early days, when I was just testing things
out, I started doing business as an individual (sole proprietorship) so I could validate demand
without incurring in unnecessary costs. But I was no longer doing that — and I didn’t know yet, but

owning a company would complicate things with Apple.

So, May 2020. I want to publish my Mac app in the Mac App Store. How hard can it be? Most
people would think of this process as just uploading the app to the platform, in a similar fashion as
when you upload a video to YouTube or a picture to Twitter. Click “New”, drag and drop your app,

click “Upload” and voila! You’re done.

I had published previously in the iOS App Store — but it was a long time ago and I remembered
little about the whole process. Also, it was an iOS app, not a Mac app; and I did it as an individual,
which I guess made things a lot easier. I’d soon discover that even “cool” companies like Apple

suffer from the worst of bureaucracy.

Past experiences aside, the current problem is: all profits are managed by Apple so I need to submit
to them accurate tax and legal info. I only had a personal Apple account until now, and all revenue
should go through my company so I needed to open a business Apple account to publish the app

through there.
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I go ahead and open the new Apple biz account. As soon as I click “Create Account”, I get a mail

from Apple. The email conversation went like this:

— Apple: we need to verify your identity via phone

— Me: ok

— Apple: call us then

— Me: it says “Phone support is currently unavailable”
— Apple: nvm let us know when and we'll call you back
— Me: sure, I'm available tomorrow 5pm

— Apple: ok we'll call you in 2-4 business days, we didn't really care about your

availability that much lol

A week goes by, I get the call, T get verified, I apply to enroll in the developer program, I pay the

$99 fee.

Apple: “we’ll verify your payment in 1-3 business days”

Days go by, I get another Apple email: «your payment didn’t go through, contact your financial

institution.»

Hello

Thank you for contacting Apple Developer Program Support. My name is ,and | am
glad to assist you today.

After reading your email, it is my understanding that you are trying to pay for your developer
account but having an issue putting in your payment details, it gets rejected.

| realise that this is very important to you, and I'll try my very best to assist you.

| have reviewed your order history and found one order that you were able to place on the 7th
of May, with order IC

We have been unable to obtain payment for your recent Apple Developer purchase. Please
contact your financial institution for more information.

If you cannot resolve the issue through your financial institution and have received
confirmation from Apple that your order could not be completed, you may place a new order
using a different payment method. To prevent further issues:

- Before placing the new order, notify your financial institution that you are expecting a charge
from Apple and confirm that your billing information is accurate.

« Be sure to use a payment method that is accepted for developer purchases in your region, as

presented during the purchase process.
« Confirm that all payment details match the information on file with your financial institution
when submitting the new order.

Thank you for your understanding.

If you have additional questions related to this request, please reference case number

I reach out to my bank. They say the payment went through initially but that the merchant didn’t

finalize the transaction, and that I should contact Apple.
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Thanks for reaching out today. It looks like the payment was successful, however;itis up
to the merchant to finalize and settle this transaction: Normally that happens within a few
business days. | hope this helps and if you have any other questions, please let us know.

Best,

Apple suggested trying a different payment method, and so I did. I tried almost every card I own.

They all got the same problem, which always ended up in this notification days later:

’

— « O
Checkout
Your payment authorization failed on card ee« Please verify
method.

The message Apple gave me on Checkout went like: “Your payment authorization failed on card
eeetd* Please verify your information and try again, or try another payment method”. Which was

not very descriptive of them.

Using different credit cards didn’t make sense either. This was a business expense and I *needed*
to use my business CC, plus my billing information was my business’ and (although I tried) it

didn’t make sense changing it to match my personal info.

I Googled about this error for days, and everyone on the internet was completely clueless:

o It might be due to unpaid bills / outstanding balance you need to set up (none, this was a new

account)

o It might just be your credit card (I tried like 5 cards, none worked)

o It might be that the country that issued the CC doesn’t match your account’s country (mine did)

o It might be that the country you’re in where you’re accessing the Apple Developer website to

do the payment doesn’t match the country of the account (tried a VPN, also didn’t work)

o It might be that your billing information is not accurate or has a typo (I tried changing my

business info for my personal info, also didn’t work)

o Tt might be that the bank is rejecting the transaction or labeling it as fraudulent (mine didn’t, T
contacted them; plus I tried like 5 different banks, and ffs this is Apple, it didn’t make sense to
flag Apple as fraudulent)

So after 15 days of trying payment methods, contacting Apple and banks and just trying to set up
my account I decided this was not worth it and I just stopped it. Everyone on the internet was
completely clueless, Apple was not being helpful and I thought “well, fuck it”. I would continue

distributing my apps outside the MAS and using my personal account to issue the signing
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certificates.

Let’s give Apple a second chance

Fast forward to a few weeks ago. With renewed motivation, I tried to go through the process again.
So I wait ~5 business days to get verified, I make the payment, I contact my bank and Apple to let

them know in advance I don’t want any trouble this time.

And I don’t know if this was just a bug they fixed since May or if me warning them beforehand did
the trick — but I was surprised to discover the payment went through, and I got accepted into the
Apple Developer Program one morning. No weird errors, no nothing. Just an email: “Congrats,

you’re in”.
— Me: OK, let's set things up so I can publish my app.

— Apple: no wait, you need to read all these agreements and when you're done with
that you need to submit your tax info

Paid Applications Agreement

Have you reviewed and accepted the Paid Applications
Agreement (Schedule 2 to the Apple Developer Program
License Agreement) posted December 2020, in

App Store Connect?

© No, | have not accepted.

Yes, | have accepted.

Acceptance of the latest Paid Applications Agreement
in App Store Connect is required for enrollment.

You know you’re in for a couple of hours when you read legalese like “Schedule X to the Y

document”.

So I read the thing, I accept it and after that they prompt me with the less friendly UI I’ve ever seen

from Apple:
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App Store Connect Agreements, Tax, and Banking ~

Paid Apps > U.S. Tax Forms

Part I: Taxpayer Identification Number (TIN)

Enter your TIN. The TIN provided must match the name given on line 1 to avoid backup withholding. For individuals, this is generally your social security nu
proprietor, or disregarded entity, see Part | instructions on page 3. For other entities, it is your employer identification number (EIN). If you do not have a nt
instructions.

If the account is in more than one name, see the instructions for line 1and the chart on page 4 for guidelines on whose number to enter.

6. Taxpayer Identification Number

@ EN () SSN

Part II: Certification
The Internal Revenue Service does not require your consent to any provision of this document other than the certifications required to avoid backup withh

| certify that:
1. The number shown on this form is my correct taxpayer identification number (or | am waiting for a number to be issued to me); and
2. lam not subject to backup withholding because:
* | am exempt from backup withholding, or
* | have not been notified by the Internal Revenue Service (IRS) that | am subject to backup withholding as a result of a failure to report all interest or
« the IRS has notified me that | am no longer subject to backup withholding; and
3.1am a U.S. citizen or other U.S. person (defined below); and

4. The FATCA code(s) entered on this form (if any) indicating that | am exempt from FATCA reporting is correct.

If just seeing the screen capture seems boring, imagine having to read through it using 100% of
your attention so you understand what they’re actually requesting and infer the correct steps to take
action. I dive deep into the form they request, and I discover I now need to read all of this

document:

[ X N J % WO_INSTRUCTION.pdf (page 2 of 4)
Ovfl Q| a b Z v S5 B ® JQ search

¥ WO_INSTRUCTION...

The US IRS W9 form instruction Apple needs you to read in order to complete their US Tax Forms page in the
Apple App Store Connect dashboard / Apple Developer dashboard

I do, and after that I go ahead to fill up the Apple form. They ask me for a US social security
number. I, as an individual, don’t have any, so they say: “Read part I of page 3”. This is what part I
of page 3 looks like:
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Part I. Taxpayer Identification Number (TIN)

Enter your TIN in the appropriate box. If you are a resident alien and you do not
have and are not eligible to get an SSN, your TIN is your IRS individual taxpayer
identification number (ITIN). Enter it in the social security number box. If you do not
have an ITIN, see How to get a TIN below.

If you are a sole proprietor and you have an EIN, you may enter either your SSN
or EIN. However, the IRS prefers that you use your SSN.

If you are a single-member LLC that is disregarded as an entity separate from its
owner (see Limited Liability Company (LLC) on this page), enter the owner's SSN
(or EIN, if the owner has one). Do not enter the disregarded entity’s EIN. If the LLC
is classified as a corporation or partnership, enter the entity’s EIN.

Note. See the chart on page 4 for further clarification of name and TIN
combinations.

How to get a TIN. If you do not have a TIN, apply for one immediately. To apply
for an SSN, get Form SS-5, Application for a Social Security Card, from your local
SSA office or get this form online at www.ssa.gov. You may also get this form by
calling 1-800-772-1213. Use Form W-7, Application for IRS Individual Taxpayer
Identification Number, to apply for an ITIN, or Form SS-4, Application for Employer
Identification Number, to apply for an EIN. You can apply for an EIN online by
accessing the IRS website at www.irs.gov/businesses and clicking on Employer
Identification Number (EIN) under Starting a Business. You can get Forms W-7 and
SS-4 from the IRS by visiting IRS.gov or by calling 1-800-TAX-FORM
(1-800-829-3676).

If you are asked to complete Form W-9 but do not have a TIN, apply for a TIN
and write “Applied For” in the space for the TIN, sign and date the form, and give it
to the requester. For interest and dividend payments, and certain payments made
with respect to readily tradable instruments, generally you will have 60 days to get
a TIN and give it to the requester before you are subject to backup withholding on
payments. The 60-day rule does not apply to other types of payments. You will be
subject to backup withholding on all such payments until you provide your TIN to
the requester.

Note. Entering “Applied For” means that you have already applied for a TIN or that
you intend to apply for one soon.

Caution: A disregarded U.S. entity that has a foreign owner must use the
appropriate Form W-8.

Nice, so I read this and it says I need a different form than the one Apple said I needed.

I lose another couple of hours with this. All to reach a point where they tell me it might not actually

be the company info they need but my info.

*consent to any provision of this document other than the certifications required to avoid backup withholding.

or dividenc

Not You?
axpayer i . X . o X

This form should only be submitted by an authorized individual whose first and
X last name is listed in this field.

This field is populated with the first and last name on file for the account that is
nue Sen logged in. If the name is yours but is inaccurate in some way, go to the Users and
subject Access module and edit the personal details for this account.

below); i I
. If the name listed is not yours, and you are an authorized individual, you must log
I indicatil in to App Store Connect with your own account to complete and sign this
certificate. If you do not have an App Store Connect account, have an Admin user
create one in the Users and Access module.
1ts abowt

So I need to log in with a personal account, link it to the biz account, and go through the process

again from that account.

I do, they require me to verify my identity (again!!!) and I do.
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App Store Connect

Information Submitted

Thanks for providing additional information—it is currently processing and will be
reviewed shortly.

During this time, you will not have access to App Store Connect and may experience
delays with your payments, if applicable.

And now they tell me I need to wait God only knows how long until they verify my info and allow
me to fill up my tax info, so I can accept the business terms and conditions, so I can set up my

business Apple account, so I can finally use it to start getting my app ready.
Like, how much more difficult publishing an app in the App Store can be?

This alone was easily a full week’s worth of my time, and just to be able to start the process of

publishing an app in the store. And I’m not even halfway there yet.

All of this was really frustrating, but it was also kinda fun to discover the absolutely ugly parts of

Apple. Take this legal document, for example:

& Apple Inc.

U.S. Tax Information

Every vendor must submit a U.S. Internal Revenue Service (IRS) tax form (Form W-9, Form 8233 or one of the W-8 forms)
in order to do business with Apple Inc,, irrespective of the vendor’s country of residence or the source of the income it
will receive from Apple Inc. The primary purpose of completing an IRS Tax Form is to certify the vendor’s tax status as a
foreign or domestic vendor in compliance with IRS guidelines. Apple Inc. cannot assist the vendor in choosing which
form to complete or assist the vendor in completing the form, as this would constitute providing tax advice. We
suggest the vendor consult their in-house tax department or an outside tax advisor.

Forms W-9, Form 8233, and Forms W-8 can be attached on the Supplier Connect Attachments page as Type: Tax Form.

Payments made to foreign vendors will be subject to U.S. federal income tax withholding of 30 percent unless:

1. The appropriate IRS Tax Forms have been completed and accepted by Apple Inc. as valid, and

2. Payments made to the foreign vendor are:
a. Foreign source income,
b. Exempt (or subject to a lower withholding tax rate) due to an income tax treaty,
c. Effectively connected with the conduct of a trade or business in the U.S. (i.e., the vendor files a U.S.

income tax return. This applies to foreign business entities only), or

d. Made to a foreign entity with U.S. tax-exempt status.

The table below provides a brief description of each IRS Tax Form, along with links to both the forms and instructions.

Form No. Instructions | Description
| W-8BEN Instructions | (Certificate of Foreign Status of Beneficial Owner for United States Tax Withholding and Reporting|
(Individuals)) is for foreign individual vendors to provide their identifying information in Part | and
certifv in Part lll that thev are not US. taxnavers. The Form W-RRFN is also used ta exemnt certain|

To me, it’s crazy to see how different the back office is from what people usually see, even for cool

companies like Apple. Lawyers are not designers, after all.

This is what bureaucracy is. A never ending process of redundant validations in which you need to

make your way through very complicated forms with the constant fear of doing something wrong.

This is bad, but it’s debatable whether it’s avoidable or not. I think it may just come inevitably with
scale. Like, once you have, say, 1.000+ employees in 50+ different countries, you need to have
some sort of standard procedure in place so you can replicate your business practices across all
places you operate. But that comes along with complexity, rigidity and bureaucracy. I think that’s

partly why it’s so nice, fun and easy when companies are small / indie.

Also, a big contributor to this mess is the IRS code. As Sean said when I was sharing this story with
friends: “American red tape is the worst tape”. US IRS code definitely is one of the most
complicated things I’ve ever had to navigate. My local IRS code is not any better though. I always
want to cry from frustration to do the easiest things. And the worst part is — it’s like they make it
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ambiguous on purpose. Like you never really know if what you’re doing is right or not — and it

feels like no one really knows.

The technical part: adapting and uploading the
app to the MAS

We’re only halfway through.

And what’s ahead of us is arguably the most difficult part yet: the technical challenges of adapting
the app to the App Store, and making everything work so Apple accepts the binaries.

As a first step, I started removing my own license verification system from the app. Copy
protection is an issue — whether you’re going to post your app in the MAS or not. The thing is
Apple doesn’t really allow you to implement your own copy protection mechanism, and it

explicitly says so in the App Store Guidelines

2.4.5 Apps distributed via the Mac App Store have some additional requirements to
keep in mind:

(vi) They may not present a license screen at launch, require license keys, or
implement their own copy protection.

The part of the Apple App Store Review Guidelines that basically gets you rekt.
Source.

My worry: that without my own copy protection mechanism if literally just one user downloads my

app they could just go to their Applications folder, copy it and paste Hustl in any site or forum and

publish it so everyone would get access to it for free. Yes, this is sadly the way it would work.

“It is up to the software developer to check the receipt or check a developer website
to see if the software has permission to run on that device. Some software does
that, other software does not. And some software checks and if the program is not
‘entitled’ to run on the device does the following — run for about a week and then
start to bug-up and fuck with the user who stole it. The ‘fuck’ could be simply to
announce - “all your work will be lost if you do not buy a legit copy” or it could be
something much more nefarious and suitable only for thieves — after all, isn't that
what you are at that point?”

Someone said this on the Apple Developer forums

I spent a good deal of time wondering how people solved the piracy problem in the MAS in an

elegant manner.

Until I found a rather obscure documentation page from Apple:
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Validating Receipts Locally

Locate and Parse the Receipt

Compute the Hash of the GUID

It basically says that when apps are downloaded from the MAS, Apple adds a _MASReceipt folder
inside your app, which holds the Apple-issued receipt of the purchase, and explains what’s inside
that folder and how to validate its contents correspond to a good purchase made from the computer

from which the app is running.

I would have never found that piece of information if it wasn’t for Marc, who clued me in by

sharing with me this repo he found (thanks! )

That did the trick. But it wasn’t self-evident how to make it work properly:

¢ You have to test the app doesn’t launch when it doesn’t have a valid receipt

You have to test the app doesn’t launch when it’s run from a computer different from the
computer to which the receipt was issued (i.e.: copying and pasting the app from one computer

to another shouldn’t work)

¢ You have to test the app works normally when it’s issued a valid receipt (which raises the
question: where and how do you get a valid Apple-issued receipt for your app if it’s not yet in
the MAS?)

¢ You have to make sure the app will work normally and correctly for the Apple reviewers the

first time they open it — or otherwise you might get rejected from the MAS

These questions were not obvious at all, and I found that these were not clearly documented
anywhere. The part that bugged me the most was discovering how to get a valid receipt issued by
Apple to test my app without being in the Mac App Store. Turns out Apple generate those when the

receipt verification fails and you get this screen:
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Sign in to use this application on this computer

"Hustl.app” was purchased using the App Store on another computer.
To use "Hustl.app” on this computer, sign in using the Apple ID and
password used to purchase it.

Apple IC

Password:

Cancel

This is the “error” you get when locally validating the MAS receipt for your app while developing before having
submitted your app to the Mac App Store: «”X.app” was purchased using the App Store on another computer. To

use “X.app” on this computer, sign in using the Apple ID and password used to purchase it.»

BUT, big caveat, MAS test receipt generation only works if:

e You’ve created an app in App Store Connect with the same bundle id that the app you’re

launching and trying to get a receipt for; AND:

e You’ve created a Sandbox Tester account on App Store Connect and you’re using those Apple
ID / Password credentials when prompted (for reference, you create one by going to App Store

Connect — Users and Access — Sandbox — Testers — Add new)

Then Apple will issue you a test MAS Receipt and your app will hopefully pass the copy protection

tests.

I won’t talk about all the errors that came up during the development of the MAS-side parts of the
app, because I assume that’s just part of the process. Let’s just say I put 4-6 hours worth of
engineering work into adapting the app for the Mac App Store and we magically reach a point
where the app is ready to be uploaded to Apple. And so I do:

Uploading Hustl.pkg:

Uploading

I go get myself a well-deserved coffee, and when I come back I find this on my screen:
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Distribution failed with errors:

The following issues occurred while distributing your application.

%, Ann Stora Connact Onaratian Errar

%._Ann Stare Connect Oneration Frrar

Export...

The errors read something like:

Distribution failed with errors. The following issues occurred while distributing
your application.

X App Store Connect Operation Error. ERROR ITMS-90511: “CFBundleldentifier
Collision. The Info.plist CFBundleldentifier value *** is already in use by another
application”

X App Store Connect Operation Error. ERROR ITMS-90296: “App sandbox not
enabled. The following executables must include the “com.apple.security.app-
sandbox” entitlement with a Boolean value of true in the entitlements property list:
*+* Refer to App Sandobx page at https://developer.apple.com/documentation
/security/app_sandbox for more information on sandboxing of your app.

Please note that this is a perfectly functional and working app that’s being delivered via several
different distribution channels, none of which had rose any issues so far. People download and use
the app without a problem. It shouldn’t raise any errors, especially because Apple already notarizes

my app before I distribute it anywhere. So here we go.

Apple is complaining my app bundle still contains a library I actually no longer need, and I’m using

a binary that apparently wasn’t sandboxed and Apple needs me to sandbox it.

So again I’m faced with the problem of how to do this (there’s no documentation for this, or at least
not that I’ve found easily, and all the info I had was through StackOverflow questions and GitHub
issues). I had to create and modify an entitlements file, add several steps to the build process and a

couple more things I don’t even remember.

When I think I’ve finished, I re-upload it to Apple:
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Archive upload complete:

©

App "Hustl" successfully uploaded.

Yes!

That’s it. I immediately go to the App Store Connect dashboard to finish filling up the app listing

and get it ready for the review process.

But then I’'m faced with more bureaucracy.

Bureaucracy round two: Apple limitations

There’s a couple of things that T was sort of expecting, but they were the straw that broke the

camel’s back.

First of all: naming. App names on the MAS are limited to 30 characters. I wanted to name my app
“Hustl: Timelapse Screen Recorder” but that didn’t fit, leaving me with: “Hustl: Timelapse Screen

Record”. Which was not exactly optimal. So I had to put more time into thinking of a good name.

Then it was pricing. I sell my app for $29, but believe it or not, Apple does not allow developers to
set arbitrary prices for their apps. They tell you what fixed pricing they have available, and you get

to choose from their fixed tiers.
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USD 0.00 (Free)
USD 0.99 (Tier 1)
USD 1.99 (Tier 2)
USD 2.99 (Tier 3)
USD 3.99 (Tier 4)
USD 4.99 (Tier 5)
USD 5.99 (Tier 6)
USD 6.99 (Tier 7)
USD 7.99 (Tier 8)
USD 8.99 (Tier 9)
USD 9.99 (Tier 10)
USD 10.99 (Tier 11)
USD 11.99 (Tier 12)
USD 12.99 (Tier 13)
USD 13.99 (Tier 14)
USD 14.99 (Tier 15)
USD 15.99 (Tier 16)
USD 16.99 (Tier 17)
USD 17.99 (Tier 18)

Some of Apple’s pricing tiers for apps in the App Store

The closest it got to $29 was either $28.99 or $29.99. Either way, I have to face the question of
which one to choose and change the whole pricing of the product everywhere just to stay consistent

with the App Store pricing.

And not only that: pricing differs wildly for each currency, and there’s nothing I can do against that.

So for example, the $29.99 USD tier gets automatically converted as 32.99€ for European users.

So I not only need to change the pricing on my website (and maybe for other developers, all other
distribution channels), but I also potentially need to account for users visiting from other parts of

the globe if T want the pricing to stay consistent across territories.

At this point, I remind myself that if T didn’t want to implement this distribution channel, it wasn’t
because I didn’t want to grow Hustl’s reach, but because of all the downsides it came along with.
Unless I was pretty certain this would be a good idea, it wouldn’t have made a lot of sense to do it —

especially not in the early days.
But we’re this far, and we’re not going to give up now.

I make decisions and keep filling the app review submission form, when I’'m faced with this after

selecting my app version:
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Export Compliance Information

Does your app use encryption? Select Yes even if your app only uses the standard
encryption within Apple’s operating system.

Yes

O No

@ It is your responsibility to comply with export regulations, and you should
revisit these questions if your encryption or exemption status changes. If
your encryption and exemption eligibility stay the same, specify this in the
target properties table in Xcode. Learn More

App Uses Non-Exempt Encryption : No

@ If you are making use of ATS or making a call to HTTPS, you are required to
submit a year-end self classification report to the US government. Learn
More

Set Up Later m

Apparently using any sort of encryption in your app is a big deal for Apple. If your app uses
encryption of any sort, you should submit a form to the US government two times a year informing
them of how you use encryption in your app. Even an HTTPS call might get you in trouble. For
reference, this is only the beginning of what you’re supposed to read, understand and act upon two

times a year:

Bureau of Industry and Security

Where Industry and Security Intersect

Home  AboutBIS Regulations Licensing Enforcement Compliance & Training Policy Guidance Addl Programs

Youare here: Home » Policy Guidance » Encryption and Export Administration Regulations (EAR) » 4. Reports and Reviews

Encryption

Encryption and Export An annual self-classification report is a requirement for items exported under License Exception ENC - 740.17(b)(1), = print
Administration Regulations (EAR) UNLESS a Commodity Classification (CCATS) has been submitted for the item.

1. Encryption items NOT subject to You will need a copy of Supplement No. 8 to Part 742 “Self-Classification Report.”

the EAR

2. tems in Cat. 5, Part 2 How to report
3. License Exception ENC and
Mass Market * The annual self-classification report must be submitted as an attachment to an e-
mail to BIS and the ENC Encryption Request Coordinator or sent by regular mail.
4. Reports and Reviews

5. Licenses
What to report
6.FAQ
7. ContactUs * The report has very specific format requirements outlined in Supplement No. 8to

Part 742. See example below. The information in the report must be provided in
tabular or spreadsheet form, as an electronic file in comma separated values
format (CSV) only. CSV format is the ONLY format that will be accepted. NOTE: If
— the item is submitted for a classification request with BIS and the classification
Feqset s e i, tht e does ot e 1 b et o Ao
Self-Classification Report.
RESOURCES: « Each product must be included in the report only one time, in the report for the
year the item was first self-classified.

Cat. 5, Part 2: Quick Reference

Guide
Where to report
Flowchart 1
Flowchart 2 * Reports should be emailed to BIS and the ENC Encryption Request Coordinator at
yp i and enc@ In lieu of e-mail, submissions of disks
ENC/Mass Market 740.17 Table and CDs may be mailed to BIS and the ENC Encryption Request Coordinator as

specified in section 740.17(e)(3)(ii)(B) of the EAR, only if necessary.
Network Infrastructure

Quick link to Regulations: When to report

PDF of 8/15/2017 Federal

Register * An annual self-classification report for applicable encryption commodities,
software and components exported or reexported during a calendar year (January

PDF of 9/20/2016 Federal 1 through December 31) must be received by BIS and the ENC Encrvotion Reauest

So that’s what, another 2 hours of just reading and understanding what’s needed and if you need to
do something — and then actually take the steps to comply with this? I’m starting to feel really,

really frustrated at this point.

Anyway, the app listing is looking better than ever and I’m getting ready to click that shiny
“Submit for Review” button. But before I do that, I want to make sure my app is working alright.

So I go to the version of the app I uploaded, double click it to open it, use it... and it’s not working.
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Not that it’s crashing: it looks like it’s working normally. But something is wrong, because it’s not
completing its core task. Everything looks like it’s working but the user is left with nothing. There’s

no errors, the whole process just crashes silently.

Off to debug it.

Technical problems round two: Apple broke my
app

I lose another couple of hours trying to find the root cause of the error, until I find a nasty-looking

error log like this one.

The important bit is the “failed to get bundleid for app” part, but technical jargon aside, this was not

easy to solve.

I ended up browsing a 10+ years old mailing list in which someone found a compiler flag you need

to set in order for this to work correctly — something that should be documented by Apple but isn’t.

(3 Mac iPad iPhone Watch Tv Music Support Q ]

Lists Terms and Conditions ~ Lists hosted on this site  Email the Postmaster  Tips for posting to public mailing lists

[Date Prev][Date Next][Thread Prev][Thread Next][Date Index][Thread Index]
Re: Sandboxing Command Line Tool

Subject: Re: Sandboxing Command Line Tool

From: Todd Heberlein <email@hidden>

Date: Thu, 10 Oct 2013 16:50:59 -0700

Got it!!

In addition to my entitiements file | needed to create an info.plist file and embed it into the binary by adding the following linker flag
-sectcreate __TEXT __info_plist SandboxUnixCommand/SandboxUnixCommand-Info.plist

For more information, see
https://developer.apple.com/library/mac/documentation/Security/Conceptual/CodeSigningGuide/Procedures/Procedures.html

Todd

Do not post admin requests to the list. They will be ignored.
Xcode-users mailing list ~ (email@hidden)
Help/Unsubscribe/Update your Subscription:

This email sent to email@hidden

References:
>Sandboxing Command Line Tool (From: Todd Heberlein <email@hidden>)

Prev by Date: Sandboxing Command Line Tool

Next by Date: Issues with wrong Derived Data path
Previous by thread: Sandboxing Command Line Tool
Next by thread: Issues with wrong Derived Data path
Index(es):

Date

Thread

Not kidding, key information to solve the problem often lies in weird, obscure, old-fashioned systems like this one

(and thank God someone actually posted it)

There were a bunch of other technical reasons why this didn’t work, but we’ll leave that for another
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post.

After fixing everything, I re-upload the App to Apple. Everything seems to work fine until I try to
select the newly uploaded app to send it for review.

My app doesn’t show up in the interface now. I reload the page trying to look for the error, when
suddenly I get an email from Apple:

App Store Connect: Your app "Hustl: Timelapse & Speedpaint” (Apple & &
ID: Version: 2.0.2 Build: 2383) has one or more issues

3> Inbox x Potentially need revision x

App Store Connect <no_reply@email.apple.com> 18:42 (0 minutes ago) Y 4

App Store Connect

Dear Developer,

We identified one or more issues with a recent delivery for your app, "Hustl: Timelapse & Speedpaint"
2.0.2 (2383). Please correct the following issues, then upload again

ITMS-90049: This bundle is invalid - The bundle at path Hustl.app/Contents/MacOS/Hustl has an
invalid CFBundleldentifier " CFBundleldentifier must be present, must contain only alphanumerics, dots,
hyphens and must not end with a dot. [see the Core Foundation Keys at https:/developer.apple.com/
library/content/documentation/General/Reference/InfoPlistKeyReference/Articles/CoreFoundationKeys.
html#//apple_ref/doc/uid/TP40009249-102070-TPXREF105]

Best regards,

The App Store Team

Contact Us | App Store Connect

Privacy Policy | Terms of Service

This was just one of ~10 emails I ended up getting. Turns out Apple doesn’t perform all the
required code verifications in your local computer, as it would be reasonable to think, but instead
waits until the binaries hit their servers to run a suite of tests against them and then notifies you of

any errors via email.

The problem with this is that it’s extremely time consuming. Just to get that email, I had to invest
10-15 minutes:

¢ Fixing issues (~5 minutes)

e Compiling / Archiving the app (3-5 minutes)

Signing the app (2-3 minutes)

Uploading the app (2-3 minutes)

e Waiting until the app gets tested by Apple’s servers (2-3 minutes)

The aftermath is: 10-15 minutes can easily go by from the moment you fix the error until the
moment you receive the next piece of feedback of whether what you did was correct or not. That’s

just a lot of time for a feedback loop that could be almost instant.

So I manage to fix everything, the app runs fine, Apple seems to be happy with the binaries... I hit
“Submit for Review” and...

(@ unable to Submit for Review

The items below are required to start the review process:
« You must set up Content Rights Information in App Information.
« Before you can submit this app for review, an Admin must provide information about the app's privacy practices in the App Privacy section. Learn More

« You must select the level of frequency for each Apple content description in the Age Rating section.
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I wish I was kidding.

This is just bad UX.

These errors could *so easily* be displayed just in the right moment while the user is filling up the
form, rather than waiting until someone clicks the Submit button. It’s so frustrating. It makes you

want to stop the process altogether.

Fortunately these errors were not so difficult to solve in comparison, so I went through each one of

these rather smoothly and clicked Submit again.

This time, I got this:

@ This version has been submitted for review

I wish I could tell you I was happy to see that green message, but I was just exhausted.

I was completely tired, and so annoyed I couldn’t enjoy the moment. It felt like “OK, so what’s

going to be next? What am I doing wrong this time?”.

Not everything was excruciating pain, though: Apple reviewed my app in what it felt like a record
time of just 2 hours and it was up and ready for sale in the App Store sooner than I could even
finish dinner (pro trick: I submitted my application hours before Apple was closing their App Store
operations worldwide for the Christmas holidays, so I think they just were in a hurry and that’s why

they reviewed my app so quickly)

So I’m happy to announce, after all this odyssey: this is the official Mac App Store link to get Hustl

v
~
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iPhone Watch Music

Mac App Store Preview

Open the Mac App Store to buy and download apps.

Hustl: Timelapse & Speedpaint [
The timelapse screen recorder
Rameerez, LLC

$29.99

View in Mac App Store 2

Screenshots

o -

Pause.

Resume any time.

Create awesome timelapses of your Mac screen.
No speed-up or editing required.

== Show off your work ==

+ Record your speedpaints, logo designs, coding sessions, & more. Hustl will convert all your effort into an
awesome high-speed video to show off your work process.
more

App Privacy

Go check out Hustl on the Mac App Store

Finishing remarks

Support

Fix the ratio.

Or go fullscreen.

See Details

I still think an email from Apple might arrive at any moment, stating that my app is invalid in some

weird way and inquiring I need to do God-only-knows-what in order to make it acceptable for

Apple.

It’s like imposter syndrome but for apps. And it feels horrible.

Some questions arise after going through this hell:

Has this been worth it? (ask me in a year)

All of this — just to get just 70% of the profits? Apple takes a 30% cut of all App Store sales

(they’re reducing it now to 15% with their new Small Business Developer Program, but it’s

still unlaunched)

How could this process be improved?

I’ve also dealt with uploading apps to Google stores before, and it’s by no means anything

compared to this. With Google, everything is easier and more intuitive. In contrast, apps in

Google’s app stores tend to be of a much lower quality than those of Apple. Does that outcome

really justify the pain I had to go through? (IMHO: it does for the users, it doesn’t for the

developers)

Oh, and by the way!

I'm most active on Twitter — follow me to stay in the loop.
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